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Abstract

as third-party modules and drivers. Due to that the loaded modules run on the privilege level, the

The monolithic kernel operating systems provide support for the loaded modules, such

access to the key objects of core services within the kernel is difficult to be controlled effectively.
Considering little influence on the performance of the monitored system, based on the embedded-
style monitoring system HybridHP, we propose a capability isolation method of loaded modules
on the monolithic kernel operating system, named KCapISO. KCapISO maintains the respective
page tables for the kernel and loaded modules, which are isolated from the aspect of the capability.
KCaplSO ensures that the loaded modules cannot modify the kernel data, and cannot directly call
or jump into the kernel in any way. And these behaviors are required to pass through monitoring
and inspection by KCapISO. The experiment result shows that KCapISO effectively isolates
the kernel and loaded modules from the aspect of the capability, and achieves good system
performance.

Keywords monolithic kernel operating system; loaded module; hardware virtualization; capability

isolation; security monitoring
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HybridHP: A verified lightweight approaches to providing
lifetime kernel integrity surveillance”, the authors aim to
resolve how to provide lifetime kernel integrity surveillance
using virtual technology, but without loss of performance of
That and implements

monitored OS. paper

proposes
HybridHP, a lightweight approach to provide lifetime kernel
integrity surveillance. HybridHP merges the management
domain (e. g. Domain0) and virtual machine monitoring
functionality into the monitored system, and provides moni-
toring services in the way of embedded module.

In this paper, the authors present a HybridHP-based
capability isolation method of loaded modules on monolithic
kernel OS, named KCaplISO. The kernel and loaded modules
are isolated from the aspect of the capability, although they
run in the same process space. KCaplSO ensures that the
loaded modules can only modify their own data, but cannot
directly call or jump into the kernel for execution in any way.
With the monitoring mechanism of HybridHP, KCapISO
uses the page directory address register CR3 to mark the

running subjects in the system, and performs the access

control, so as to achieve the purpose of capability isolation.



