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Abstract A layered formal model for an automotive embedded real-time operating system was presented. At the lower

layer,the sequential kernel plays the infrastructural role in executing switching between concurrent entities such as

tasks,ISRs and system services,and at the higher layer the concurrent system services are provided to users. The two

layers of the model have different views of configurations and operation granularities. As the most important safety re-

lated feature,the memory isolation and protection mechanism between applications and the OS is modeled in the sequen-

tial kernel. The implementation correctness theorem of the OS was established along with the corresponding

simulation

relation and implementation invariants. According to the features of the model and the related implementation langua-

ges,the OS was formally and effectively verified with a combined usage of the theorem prover Isabelle/ HOL and the

program verifier VCC.
Keywords Embedded operating system,Formal verification, Modeling, Isabelle/ HOL, VCC
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raml==tid))
(ensures\result==E OS LIMIT==>(
((taskInfo[ tid]. extended==1= =
\old(taskConfig[ tid]. curActiveNum) ==1) | |
(taskInfol tid]. extended= = 0 = = >\ old (taskConfig[ tid]. curAc-
tiveNum) = = taskInfo[ tid]. maxActive)) & &
osAPIParaml = = tid))
(ensures\result==E OK==>>(
(taskConfig[ tid]. curActiveNum= =
\old(taskConfig[ tid]. curActiveNum) + 1) &. &.
(\old(taskConfig[ tid]. curActiveNum) = =0
= = >taskConfig[ tid]. everExecuted= =0) &.&.
(taskInfol[ tid]. extended==1= ="
taskConfig[ tid]. setEvent= = (u32)0) &.&.
(AddaReadyBlock= =\ true) &. &.
((needSchedule= =\true= = >task Dispatch==\true) | |
(needScheduleOnExitingISRs= =\ true= = >>schedulable = =1)
)
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