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Abstract: The file system is the functional module for data storage and management and its correctness is the key aspect of system se—
curity. In this paper based on the operating system object semantics model (OSOSM) we propose a state automaton model for file
system on the microkernel architecture. Based on state automaton model we formally describe the functional semantics of system
calls and the state transitions of file system and analyze and define the system correctness assertions. We take the self4mplemented
microkernel security operating system ( Verified Trusted Operating System VTOS) as the example to illustrate the method to con—
struct the state automaton model in the Isabelle/HOL theorem prover and verify the consistency of formal design and correctness as—
sertions of file system in VTOS. The result shows that the design and implementation of file system in VTOS correspond with the ex—
pected correctness specifications.
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( partial function) FS
FS
; Gallway A SPIN®  SMART’
( Model-Checking) Linux 3 VTOS
10 Linux
VTOS
0S (0SOSM) " VTOS
.0SOSM 0S
FS 0S
FS
0SOSM VTOS FS
s FS FS
FS FS N FS
Isabelle/HOL
FS .
( Verified Trusted Operating System VTOS) Isa— )
belle/HOL " FS Isabelle/HOL
2 VTOS 3.1 Isabelle/HOL
Isabelle Isabelle/HOL
VTOS 0S. Higher-Order Logic . Isabelle
VTOS (0 )
( Kernel mode)
( User mode) /
VTOS ( mes— 1 Isabelle/HOL
sage) 1 Isabelle/HOL
FS Table 1 Isabelle/HOL syntax
VTOS FS
VTOS FS int nat list set
type_synonym
. datatype
FS FS (fs_init) . record A =
(fs_open) . (fs_close) (fs_read) . al 1 7a
(fs_write) . FS a2 b
(fs_init) . (fs_read) (fs_write) fun
S primrec
(fiinit)  FS b s
( super_block) .FS lemma  theorem
( root inode) proof
( dentry) ; FS apply
fproc N
VTOS
FS .
( } ) VTOS 3.2 VTOS
FS POSIX .FS FS
( super_block) . ( inode) N
FS FS ( dentry) N FS ( buffer) .
; N FS N N
0 FS state

FS
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record state =
fs_super_blocks . "fs_super_block

fs_buffers . "fs_free_buffer_list

| fs_buffer_inuse_list

| fs_buffer_unused_list"
fs_dentries @ "fs_free_dentry_list

| fs_dentry_inuse_list

| fs_dentry_unused_list"
fs_inodes ::"fs_free_inode_list

| fs_inode_inuse_list

| fs_inode_unused_list"

list"

(fs _super _block)

fs_msgs . "fs_msg list"
fs_fproces 11 "fs_fproc list”
fs_filps . "fs_filp list"
fs_disks . "disk_data”
FS
1) FS fs_super_blocks
2) FS

Jfs_free_buffer_list
Jfs_buffer_inuse_list

unused_list {1
_block, -+ disk_block,} .
3) ks fs_dentries
fs_free_dentry_list
_inuse_list

_list. fs_dentry_unused_list

Jfs_buffers

fs_buffer _
disk_block, disk

Jfs_dentry
fs_dentry_unused

S
dentry_inuse_list ;
4) FS Jfs_inodes
Jfs_free_inode_list~
Jfs_inode _inuse _list
fs_inode_unused_list.
record inode =
inode_count . nat
inode_filelink_count : . nat
inode_size .. nat
inode_block_list :: "nat list"
inode _
count- inode _filelink _count- inode _
size inode_block
_list;
5) FS Jfs_msgs.
. m_
type READ/WRITE m_fd,;
m_nbytes; FS m_reply.
6) FS Sfs_fprocs

FS ;
7) Js_filps
8) FS fs_disks
3.3
3.3 ext3
FS
.VTOS ext3
VTOS FS
FS
FS VTOS
ext3 .
0/1
1
) ext3
Isabelle/HOL (
file ext3 :

datatype ( ‘@ ) file =
File " v option” "( “a *

file

* getFilename: ;

(7a w) file) list"

* getDir:
* iskFile:

e isDir:

ext3

record disk =
fs_super_blocks :: "fs_super_block list"

ext_grp
imap . "(bit list) list”

"char list"

zmap . "(bit list) list”

VTOS

0/

files :: "(string ext3_dir_entry) file"
files
string  ext3_dir_eniry L string
ext3_dir_entry string
FS (fs_init) (fs_read)
(fs_write)
3.4 FS Ss_init
FS
FS
Js_init fs_init
( super _block) FS
( root inode)
dentry L fs_init
Isabelle/HOL 1
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fun fs_init: : "state = > state” where v "real_write s" "real_read s"
”fs—i'fit § = ) o buffer message
sAfs_super_blocks : = (fs_super_block ( fs_disks s)) #
Ss_inodes : = (fs_inodes s)(fs_free_inode_list : =
(fs_free_list_init (nil_inode) (INODE_NUM —(nat 1))) 3.6 VTOS FS
fs_inode_inuse_list . = FS
(di_mi (nth (I (fs_disks s)) 2) nil_inode) #
fs_inode_unused_list © = D FS
Ss_dentries © = ( fs_dentries s)(fs_free_dentry_list : =
(fs_free_list_init ( nil_dentry)
( DENTRY_NUM ~(nat 1)))
fs_dentry_inuse_list : =
(id (di_mi (nth (I (fs_disks s)) 2) nil_inode) nil_dentry)
#
1.
JSs_dentry_unused_list : = D ]
fs_buffers : = (fs_buffers s)(fs_free_buffer_list : = '
(fs_free_list_init ~ nil_buffer (NR_BUFFER —(nat 1))) M=(Q %6 q, F) 1Q P
fs_buffer_inuse_list © =(db_b ( CLB (ext_grp (fs_disks s))) 180 X320
nil_buffer) # ) " ]
fs_buffer _unused_list : = D 190 € Q FC Q
fs_filps = (fs_free_list_init nil_filp ( NR_FILPS))
fs_fprocs © = (fs_free_list_init nil_fproc ( NR_FPROCS)) 1
D/
VTOS FS .
L fo_init 2.VTOS FS : 1 FS
Fig. 1 Definition of operation semantics of fs_init :
3.5 N fs_read fs_write 1) 0
Jfs_init FS FS 3.2 FS f_su—
- er_blocks s _buffers
fs_read per_block FS fs_buffers FS
fun fs_read :: "state = > state" where Jfs_dentries \FS fs_
"fs_read s = ( if length ( fs_msgs s) =0 then s inodes < FS fs_msgs-
el‘se fs_fprocs
(#f( filp_count ( nth (fp_filp ( nth (fs_fprocs s) ( m_source . :
(hd (fs_msgs 5))))) (m_fd (hd (fs_msgs 5))))) =0 S filps~ S Jidisks.
then s FS FS
else (if( (filp_pos (nth (fp_filp (nth (fs_fprocs ) read write
(m_source (hd (fs_msgs s))))) (m_fd FS Qs =SOUSIUS2
(hd (fs_msgs s))))) + US4 .
(m_nbytes (hd (fs_msgs s))) > MAX_SIZE) Us3u ’
then s (1) S0: FS
else (real_read s)))) " "VYseS0. Valid_disk(s) " Valid_disk
2 fs_read
Fig.2 Definition of operation semantics of fs_read (2) st FS
; f3write "V.SIH’SOfd'k = fs_disks s* "
Lsabelle/ HOL 5 3 seSl. 4s°e80. fs_disks s = fs_disks s

fun fs_write : . "state = > state"” where

"fs_write s = ( if length (fs_msgs s) =0 then s

else

(if( filp_count ( nth (fp_filp ( nth (fs_fprocs s) ( m_source
(hd (fs_msgs s))))) (m_fd (hd (fs_msgss))))) =0
then s

else (if( (filp_pos (nth (fp_filp ( nth (fs_fprocs s)
(m_source (hd (fs_msgs s))))) (m_fd

(hd (fsi_msgs s))))) +

(m_nbytes (hd (fs_msgs s))) > MAX_SIZE)

then s

else ( real_write s))))

"

3 fs_write

Fig.3 Definition of operation semantics of fs_write

"real_read s"

FS
(3) S2: FS read

"VseS2. m_type (hd (fs_msgs s)) = READ".
(4) S3: FS write

"Vs S3. m_type (hd (fs_msgs s)) = WRITE".
(5)s4:  FS

"VseSd.
((ds eS2. s=fs_read s’) V
((As eS3. s=fs_write s7))

2) s
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FS FS My S,
1. FS
FS read Theorem fs_init_correciness:
write FS "VseS0.( Valid_disk ( fs_disks s) —
s ={i r_sc w_sc r w} i1 FS Valid_disk ( fs_disks (fs_init 5)) N\
r_sc read Valid_buffer ( fs_init s) N\
s w_sc write T Valid_dentry ( fs_init s) N\
FS fs_read; w Valid_inode ( fs_init s)) " (1)
FS fs_write. 1 SO s ( Val-
3) Srs id_disk (fs_disks s) ) FS
0 S (fs_init s) " FS
FS 18, ={8, " ( Valid_buffer (fs_init s)) \"FS
5 8 & &, 6 &} 5(S a) =5 " ( Valid_dentry ( fs_init s)) " FS
" S FS s S°  FS " ( Valid_inode ( fs_init s)) .
s’ s’ s a FS " S 4.2 fs_read
: VTOS read
(1)8,(S0 i) =51 FS fs_read "
: s read
(2)8,(S1 r_sc) =$2 FS read read s Valid_disk. Valid_buffer. Valid_inode. Valid_dentry
state fs_msgs ; fs_read
(3)8,(S1 w_sc) =83  FS write !
write state fs_msgs ; 2. fs_read
(4)6,(82 r) =54 Theorem fs_read_correctness:
fs_read; "VseSl. (Valid_disk ( fs_disks s) N
(5)8,(S3 w) =S4 m_type (hd (fs_msgs s)) = READ—
f_write; Valid_disk ( fs_disks (fs_read s)) N\
(6)65(S4 r_sc) =82 FS Valid_buffer (fs_read s) N\
read D : Valid_deniry ( fs_read s) N\
(7)8,(S4 w_sc) =S3 FS Valid_inode ( fs_read s)) " (2)
write S3 fs_read fs_read
4) Gors
FS 3.5 real_read
 Gops € S0. real_read
5) FFS
FS Lemma real_read_correciness:
Sl Y FS "VseSl. (Valid_disk ( fs_disks s) N
4 Valid_buffer s \
F,. =Sl USA. Valid_dentry s )\
FS M, = Valid_inode s—
(Qrs Zps Bis qors Frs) Vall'd_dlsk (fs_disks (real_read s)) N\
Valid_buffer ( real_read s) N\
4 VTOS Valid_dentry ( real_read s) N\
Valid_inode ( real_read s)) " (3)
3 VTOS FS 4.3 fs_write
FS Isabelle/ fs_read
HOL . FS :
read write 3. fs_write
. Theorem fs_write_correctness:
4.1 FS fs_init " Vs eSl. (Valid_disk ( fs_disks s) N\
VTOS FS m_type (‘hd (fs_msgs s)) = WRITE—
fs_init Valid_disk ( fs_disks (fs_write s)) N



2266

2013

Valid_buffer ( fs_write s) N
Valid_dentry ( fs_write s) N\
Valid_inode ( fs_write s)) " (4)

fs_write
3.5 re—
al_write real_write

Lemma real_write_correctness:
" Vs eSl. (Valid_disk ( fs_disks s) N\
Valid_buffer s \
Valid_dentry s /\
Valid_inode s—
Valid_disk ( fs_disks ( real_write s)) N\
Valid_buffer ( real_write s) N\
Valid_dentry ( real_write s) N\
Valid_inode ( real_write s)) " (5)

Dell Studio XPS 9100

2. 8GHz Intel i7 930 4GB 0S Ubuntu LTS 12.
04 Isabelle Isabelle2013 .VTOS Is—
abelle 4.6k SLOC
5

FS
FS
FS N
FS
FS
. FS
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